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•Kahoot Review – 16 questions

▪30 seconds for multiple choice

▪20 seconds for true and false

Last Week - Review
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Objectives

•Describe prelitigation e-discovery investigation 
practices

•Describe common e-discovery documents used 
when starting a formal lawsuit

•Explain e-discovery project management tasks, 
including sampling and metrics

•Explain fact-finding and pretrial motions
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Overview

1. Early Case Evaluation

2. Starting Litigation

3. Plaintiff ’s E-discovery Management

4. E-discovery Organization

5. Pretrial Motions & Trial
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Early Case Evaluation

Part I
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Early Case Evaluation

•Establishing a basis of a lawsuit involves early fact 
finding
▪To lay a foundation for the initial claims

•Not unusual for a case’s basis to expand as 
investigation and discovery yield more 
information
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Prelitigation Investigations

•Before a complaint or indictment is filed:
▪A preliminary investigation should reveal some of the 

factual foundation for the litigation

• In civil cases:
▪Client is interviewed and any preliminary evidence is 

evaluated

• In criminal cases:
▪Covert actions such as wiretaps and body wires might 

occur
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Prelitigation Investigations

•During the investigation stage:

▪Goal is to capture as much potential evidence as 
possible

oBefore litigation and before a legal hold or notifying the 
opposition of potential litigation
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Prelitigation Investigations

•Let’s say Widget Corp had a recent breach and you 
were investigating their security posture

•What type of tools and info would you use/look 
for that are available publicly online??
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Prelitigation Investigations

•Prelitigation investigations in general might 
include:

▪Capturing Web sites, YouTube video, social 
networking profiles, information from government or 
media resources, geospatial or mapping data, 
webcam video, cell phone or voicemail recordings, 
etc.
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Prelitigation Investigations

•More advanced investigative tools include 
analytic features
▪They are marketed for law enforcement use but are 

also used in civil litigation
oExamples: Analyst’s Notebook and Social Network Analyzer

•These tools create visual representation of large 
data sets such as:
▪Phone or bank records, IP address and traffic, social 

networking diagrams, link analysis, geospatial 
analysis, and tree maps
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•Some tools I commonly use for reconnaissance 
and investigation are:
▪Centralops.net
▪Shodan
▪Censys
▪DomainTools
▪DNS Dumpster
▪Maltego
▪Google

Reconnaissance Investigations Tools



ITMSX83

•Let’s say we were investigating the Percussive Arts 
Society to see how many servers and subdomains 
it has online

*Disclaimer. We are solely performing passive 
reconnaissance. You do not have permission to 
port scan or maliciously interact with any of the 
sites we look at or uncover

Fictional Investigation
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Central Ops.net
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•Enter pas.org and hit “go”

•What is the IP address of the webserver?

•What network range is the server in?

CentralOps.net
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•Go to shodan.io

Shodan
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•Register for an account by clicking on “Login” on 
the upper right

•Now click to red “Register” button

•Pick a username and password, provide your 
email, and hit “Create”

•Check your email to activate the account

Shodan
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•After clicking on the activation link, enter your 
username and password

•Select Shodan to go back to 

the home screen

Shodan
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•Enter the PAS IP address in the search bar after 
using ip: and hit Enter:

•Click on the top entry:

Shodan
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•How many ports are open on the server?
▪13

•What services are running on these ports?
▪21 FTP
▪53 PowerDNS
▪80/443: Apache
▪110/993/995: Dovecot (POP3/IMAPS/POP3S)
▪465/587: Exim SMTP
▪2082/2083/2086/2087: cPanel GUI mgmt

Shodan
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•Who is the hosting provider?
▪Softsys Hosting USA, Inc.

•What web server software do they use?
▪Apache

Shodan
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•Someone told us an FTP server may have been 
running with an open port at one point.

•When was that last running and how did you find 
out?
▪Select port 21 and you’ll see on the far right in small 

gray print that Pure-FTPd last ran on 2/23/26

Shodan
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• If you only know the IP of the server, can you 
easily see all of the websites/pages on that 
server??
▪No

•Why??
▪Most servers have virtual hosts where many websites 

are run off of a single server

Question
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•How do you find out what other sites are running 
on a server??
▪Actively: An attacker or pen tester could scan the 

public facing server with a wordlist through a 
dictionary or brute force scan
oDon’t do that on any site without written permission!

▪How would you figure this out passively??
oUse sites like Censys or DomainTools!

Question
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Censys
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Censys
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•Go to whois.domaintools.com

•Search for pasic.org

DomainTools
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DomainTools
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•Perform a reverse IP search by clicking on the 
arrow to the right of “IP Address”

•What domains are on this server?
▪pas.org
▪pasic.org
▪rhythmdiscoverycenter.org

DomainTools



ITMSX83

•The pas.org site is an anonymously registered 
domain.

DomainTools
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•How can you potentially find out who the real or 
original registrant was??
▪Look at historical snapshots of Whois info!

▪DomainTools has this ability but only for paid 
accounts.

DomainTools
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DomainTools
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•Using the internet, how was Teresa Peterson 
related to the Percussive Arts Society?

DomainTools
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•Used to find subdomains

•Why would subdomains be useful??
▪Test pages not yet live
▪Pages that are “secured” only by obscurity
▪Development APIs
▪Front ends to web applications (may be unsecured)
▪Etc.

DNS Dumpster
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•Go to dnsdumpster.com

•Enter pas.org and hit “Start Test!”

DNS Dumpster
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•What information are you provided for the “A 
Records” (AKA the subdomains)?
▪Host/Subdomain
▪IP address
▪Network assignment info
▪Open services (from a DB, not a port scan)

•How may “A” records were found?
▪19

DNS Dumpster
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•Will all subdomains uncovered always be publicly 
accessible?
▪No, some may be internally facing only

•What is another way to find subdomains as well as 
find all of the publicly available documents for a 
domain or subdomain??
▪Google’s site search operator!

Questions
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Google
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•This blog gives a good overview of Google’s search 
operators:
▪https://ahrefs.com/blog/google-advanced-search-

operators/

•Go ahead and pull it up

Google Dorks

https://ahrefs.com/blog/google-advanced-search-operators/
https://ahrefs.com/blog/google-advanced-search-operators/
https://ahrefs.com/blog/google-advanced-search-operators/
https://ahrefs.com/blog/google-advanced-search-operators/
https://ahrefs.com/blog/google-advanced-search-operators/
https://ahrefs.com/blog/google-advanced-search-operators/
https://ahrefs.com/blog/google-advanced-search-operators/
https://ahrefs.com/blog/google-advanced-search-operators/
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•What is a single google search to find the following 
for only cs.iit.edu:
▪Only pdfs 
▪The year “2015” is in the web page url
▪The word “haswell” is in the web page title

•site:cs.iit.edu filetype:pdf inurl:2015 
intitle:haswell

Google
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•What is the name of the single document 
returned??
▪HPC Power Management on Haswell CPU 

Architecture

•Let’s look at this in stages…

Google
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•How many results for each?
•Hit the “Tools” dropdown in Google to see the 

number of results
▪site:cs.iit.edu

o5,650

▪site:cs.iit.edu filetype:pdf
o2,910

▪site:cs.iit.edu filetype:pdf inurl:2015
o10

▪site:cs.iit.edu filetype:pdf inurl:2015 intitle:haswell
o1

Google
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Google
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•Another useful resource containing various 
Google Dorks:

▪https://www.exploit-db.com/google-hacking-
database

Google Hacking Database

https://www.exploit-db.com/google-hacking-database
https://www.exploit-db.com/google-hacking-database
https://www.exploit-db.com/google-hacking-database
https://www.exploit-db.com/google-hacking-database
https://www.exploit-db.com/google-hacking-database
https://www.exploit-db.com/google-hacking-database
https://www.exploit-db.com/google-hacking-database
https://www.exploit-db.com/google-hacking-database
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X Advanced Search
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Hootsuite
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Maltego – Infrastructure
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Maltego – Social Media
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•Wayback Machine
▪Find older versions of sites

•Go to web.archive.org
▪Search for www.thefacebook.com

▪Look at the 2/12/2004 snapshot

Other Useful Tools

http://www.thefacebook.com/
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Other Useful Tools
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•EXIFtool
▪Extracting metadata from photos and documents that 

are publicly available

•LinkedIn and Facebook
▪To view information about employees at a company

•Threat Intelligence Sources
▪Information about malware tied to IPs, URLs, Email..

Other Useful Tools
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ThreatConnect
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•https://osintframework.com

• Index of free recon tools!

OSINT Framework

https://osintframework.com/
https://osintframework.com/
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•Break into four equally sized groups
•Group 1:

▪State Farm

•Group 2:
▪Allstate

•Group 3:
▪Geico

•Group 4:
▪Progressive

Group Exercise
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•Each group can use any of the tools we have 
previously discussed and answer the following 
questions

•You are free to visit any page that is indexed by 
Google.

▪Don’t visit any page/subdomain that you found on 
DNS Dumpster that is not indexed by Google

Group Exercise
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1. What is their network IP range?

2. How many servers do they have online and from 
what countries?

3. How many subdomains were reported?

4. What interesting subdomains did you see reported?

5. Does it seem like they have a focus on security and 
why?

6. What are three other interesting things you 
uncovered?

Group Exercise Questions
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•Each group should download reconexercise.docx 
from the Week 9 Canvas module for our course

•You have 15 minutes to answer the questions

Group Exercise Questions
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Starting Litigation

Part II
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Starting Litigation

•Formal litigation can start if enough information 
has been collected to pursue the case further

•Starting litigation involves:
▪A wide variety of documents to put the case on record 

with the court
▪Notification of potential parties and their duty to 

preserve evidence
▪Undertaking additional discovery in different forms
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Legal Hold

•Legal hold: an order to preserve data in 
anticipation of litigation, an audit, a government 
investigation, or another matter

▪Similar terms: litigation hold, preservation letter, 
suspension order, and others

▪Destruction of evidence leads to sanctions
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Legal Hold

•A legal hold should include the following items:
▪Locations of possible data
▪Possible types of relevant data
▪List of key custodians
▪List of things not to do (such as defragmenting, 

upgrading, and opening, moving, deleting, or 
overwriting files)

▪Contact person for questions
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Preservation Letter Note

•These three questions in our group exercise last class 
were geared toward setting up a preservation 
letter/legal hold:

▪“Aside from Amazon, who are other third parties that may 
have relevant evidence?”

▪“What types of ESI would you include in a preservation 
letter to ensure relevant evidence isn’t deleted by 
Amazon?”

▪“What types of ESI would you include in preservation 
letters to ensure relevant evidence isn’t deleted by each of 
the third parties?”
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•There are different rules for federal and state 
court regarding timing

•Federal court uses FRCP Rule 26 and declares that 
no party can seek discovery until the parties have 
met and conferred

•State courts may also require some sort of pre-
discovery conference

Timing
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Meet and Confer

•Parties must meet as soon as practical or before 
certain court deadlines

•The scope of the meeting is intended to encourage 
the parties to agree on litigation issues early in the 
case including:
▪The possibility for prompt settlement
▪If the case requires e-discovery

oIf so, discussions around developing a discovery plan

▪Other case resolution
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Meet and Confer

• If both parties are using the same review platform:
▪Cost sharing can be used by hiring one vendor to process 

native files to TIF for all parties

•The meet and confer is the time to agree on access to 
computers or servers in question and on procedures 
to follow

•Search procedures should be established
▪Including keywords, custodians, date ranges, locations, 

and other matters to identify discovery as specifically as 
possible
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• In the group exercise last week you spent most of 
the time meeting within your separate groups and 
preparing for the Meet and Confer

•The parts we covered that would actually happen
in a real meet and confer would be the 
preservation proposal and discussion back and 
forth

Meet and Confer Note
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1. Meet and Confer occurs
▪Discusses discovery plan and ESI Protocol
▪Must occur less than 21 days before scheduling 

conference with judge

2. Discovery Plan with ESI Protocol must be filed 
with court within 14 days of Meet and Confer

3. Scheduling conference occurs with judge

Timing (Cont.)
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•One side will generally send the first draft and 
then each side modifies it back and forth

•Example ESI Protocol:
▪https://www.lieffcabraser.com/pdf/CLEF_3_Protocol.

pdf

ESI Protocol

https://www.lieffcabraser.com/pdf/CLEF_3_Protocol.pdf
https://www.lieffcabraser.com/pdf/CLEF_3_Protocol.pdf
https://www.lieffcabraser.com/pdf/CLEF_3_Protocol.pdf
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•After Discovery plan/ESI protocol is agreed to and 
the scheduling conference concludes, discovery 
can begin which can include:
▪Request for Admission
▪Interrogatories
▪Request for Production
▪Depositions

Next Steps
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Interrogatory Note 

•The below question from the last class exercise is 
an initial step in thinking about questions for an 
interrogatory

▪“What questions do you want to answer regarding the 
facts of the case relating to Amazon and potentially 
any third parties?”
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Request for Production Note

• In both civil and criminal cases:
▪Subpoenas can be used in addition to RFPs or 

discovery motions

•A subpoena duces tecum is a command for a 
person to appear with certain evidence or to 
permit inspection of property
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Request for Production Note

•When seeking discovery stored or transmitted over 
the Internet, the Stored Communications Act (SCA) 
can apply
•SCA lists five ways these records can be obtained:

▪Subpoena
▪Subpoena with previous notice to the subscriber or 

customer
▪Court order
▪Court order with previous notice to the subscriber or 

customer
▪Search warrant
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Request for Production Note

•Main difference between a subpoena and a search 
warrant:
▪A subpoena commands the person to produce 

something
▪A search warrant permits law enforcement to search 

for and seize evidence if there’s probable cause that 
a crime has been committed

▪Both can be challenged in court

•Motion to quash: A legal procedure used to reject, 
invalidate, or suppress evidence
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•Used to pin down facts, impeach a witness at trial, 
determine limits of witnesses' knowledge, etc.

Deposition Note
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Plaintiff’s E-discovery 
Management

Part III
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Plaintiff ’s E-discovery Management

•Before receiving discovery under an RFP:
▪A preliminary project management plan should be 

created

•Plan should identify:
▪The project team
▪Technology and tools
▪Quality control points and methods
▪Potential vendor support
▪Project budget and timeline
▪Case goals and objectives
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Plaintiff ’s E-discovery Management

•Plan is updated as the case progresses
▪Having a well-documented discovery review process 

is helpful in defending against possible negative 
allegations

•When discovery is received:
▪A discovery or chain-of-custody log should be created 
▪Includes details of items received such as date, type of 

media, media label data, etc.
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Sampling and Metrics

•Sampling is done in order to:
▪Establish metrics
▪Identify unknown file types that might need special 

software or viewers
▪Verify the accuracy of search methods
▪Identify keywords to expand search parameters

•Metrics are gathered to:
▪Estimate the time and costs to manage, process, and 

review discovery
▪Verify the accuracy of searching and review procedures
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Project Management Resources

•After metrics and sampling you should select:

▪Discovery tools

▪Vendors

▪Staff members
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E-discovery Organization

Part IV
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E-discovery Organization

•During the EDRM stage between collection and 
presentation:
▪Discovery is organized in notebooks or folder to keep track 

of chronology, issues, witnesses, experts, and trial outlines

•Review platforms offer features such as tags, folders, 
and sorting categories
▪Helps aid in organization

•Software offering more detailed or specific case 
organization:
▪LexisNexis CaseMap and TimeMap
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Case Issues and Strategies

•Preliminary case issues and strategies are usually 
formed during the initial investigation but can be 
revised:
▪During the meet and confer
▪When discovery is received and reviewed
▪After depositions and other fact-finding probes

•When case issues move past 30 to 40:
▪Often means review staff can’t organize large volumes of 

discovery correctly or consistently
▪Too many issues can lead to confusion and important 

issues get lost
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Case Issues and Strategies

•Case issues should be well focused and grouped 
from the start 
▪So that review staff can work with consistency

•Team leader should conduct quality control 
frequently to detect where problems might 
happen
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Database Configuration

•The process of identifying and naming database fields 
takes the following factors into consideration:
▪Nature of the case
▪File types
▪Number and location of review team members, co-counsel, 

and other parties who need access
▪Security
▪Potential legal issues

•Databases have key fields
▪Unique numbers or identifiers used for image or data files
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Database Configuration

•Security and access rights
▪Reviewers, remote staff or consultants, or other 

database users

•Team leader access to auditing and reporting tools

•Grant the lead attorney and review staff more 
limited security and access rights
▪They are mainly searching and tagging documents
▪Lead attorney may need rights to run reports
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Quality Assurance

•For in-house e-discovery processing:
▪Quality assurance checks should be implemented at 

every phase

•Discovery inventories and chain-of-custody 
tracking are critical as well
•OCR quality, scanning resolution, and other factors 

should be check often
•Monitoring logs of database imports and exports

▪Ensures no discovery has been omitted inadvertently
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Metrics Review

•Metrics are typically gathered in several stages of 
case processing
▪Often at the same time quality checks are done

•Metrics are used to evaluate time and budget 
concerns
•Without metrics:

▪Knowing whether certain stages of e-discovery could 
be completed before a case is ready to go to trial on 
time would be difficult

▪Most cases would go over-budget
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Fact-Finding

•Fact-finding: the process of reviewing discovery 
to gather evidence that’s relevant to case issues
▪Usually begins during prelitigation investigation but 

continues throughout the case life cycle
▪Can involve computer forensics examination
▪Used to review and organize e-mail, documents, 

audio, video, and other case materials
▪Includes organizing evidence by issue, case strategy, 

and relevant case law
▪Should include material that can support both sides 

of an argument



ITMSX83

Search Concepts and Methods

•Different search concepts and methods are used, 
depending on factors such as:
▪Nature of the case and skills of the legal staff

•Early case organization and fact-finding are 
necessary to file pretrial motions and prepare 
effective trial presentations
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Pretrial Motions & Trial

Part V
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Pretrial Motions

•Pretrial motions are used to eliminate legal 
contentions or limit evidence before trial 
▪Often result from facts discovered from evidence 

found during discovery review
▪There are usually court rules with specific deadlines 

for filing motions and responses

• Motion to compel: used to force the opposition to produce 
evidence previously requested but not delivered
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•The book covers a few notes about trial 
presentation in the reading for this week

• In a few weeks we will go over how to testify and 
present evidence in court 

Trial
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Summary

•Early case evaluation includes prelitigation 
investigation, interviews, and preliminary discovery
•Formal litigation begins with filing a complaint in civil 

cases or an indictment in criminal cases
•A meet and confer is the time to agree on all technical 

and nontechnical discovery requirements
•Project management involves sampling and metrics
•The basis of e-discovery organization lies in case 

issues and strategies, which can often change and 
broaden as discovery is reviewed
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Summary

•Fact-finding is the process of identifying evidence 
to support or refute case allegations

•Pretrial motions are used to eliminate legal 
contentions (dispositive) or limit evidence before 
a trial

• Judges have complete control over their courts 
and often have restrictions on placement or use 
of certain equipment in court and may limit or 
deny Internet access
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Text References

•Phillips, A., Godfrey, R., Steuart, C., & Brown, C. 
(2014). E-discovery: An Introduction to Digital 
Evidence. Boston, MA: Cengage Learning.
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•Review and understand this slide deck on Canvas

•Research paper due in four weeks on April 6th

prior to class start at 6:25pm

•We’ll talk about the project in two weeks

•No class next week due to Spring Break

Homework
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Questions???
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